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What is personal data?

According to GDPR, “personal data is the information 

which relates to an identified or identifiable individual”. 

This can involve direct or indirect identification and might 

include information such as a name, identification 

number, location, online identifier (such as an IP address) 

or other data that relates to the identity of an individual. 

As an example, for schools, this would likely include data 

collected about the socioeconomic status of students and their families, 

contact details, medical details and data related to academic attainment 

(such as marks/scores on tests and identified learning needs). It can also 

include images, videos and audio of students.

As a teacher, you have a responsibility to keep the children and young people that 

you work with safe from harm, both online and offline. As part of the General Data 

Protection Regulation 2018 (GDPR), you and your school also have a responsibility 

to protect the personal data of everyone in the school community (including students, 

staff and parents/carers) that is collected and processed as part of the school’s work.
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There will be many occasions where you will need to collect data about 

your students as part of your job. It is important to consider the following 

when collecting personal data of students in any form, online or offline:

1. Collecting personal data

Is it necessary? 
The data collected should be relevant and  

required for the specific purpose. You shouldn’t 

collect or store lots of personal data from students 

that serves no purpose related to delivering their  

education or safeguarding them from harm.

Does it require anonymisation? 
In many cases, personal data will need to be linked 

back to an individual. But there are circumstances 

where data will require anonymisation before use 

e.g. when conducting surveys or questionnaires about the 

school. This article highlights the importance of 

anonymising some data collection to ensure GDPR 

compliance.Is it protected? 
Some personal data will be very sensitive in nature 

and should remain confidential – it should not be 

displayed or accessed publicly anywhere in school 

(either online or offline) and should only be accessible to 

staff in school who require that data to perform their duties.

Is consent required? 
Before collecting data about your students, you 

should first check what data is already stored by 

your school, as well as your school’s policies for 

collecting data and gaining consent. Depending on the 

data to be collected, consent may be required from 

parents/carers and individual students.
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In your role as a teacher, there will be times when you need to send 

or share personal data about students to colleagues, departments or 

external organisations. If required to send or share personal data about 

your students, you should always consider:

2. Sharing personal data of others

Do you have permission to share  

this data?  
Before sharing any personal data of others in the 

school, always check that consent has been  

provided and whether it is part of your role to  

assume responsibility for sending that data. It may be the 

case that school administration or leadership teams will 

lead on any sharing of personal data.

Is encryption available?  
The most secure way to send any sensitive or 

personal data is to encrypt it – which means that 

only you and the recipient(s) can view the data. 

Make yourself familiar with any systems your school uses to 

encrypt data and ensure that you always follow your 

school’s policies and procedures for sharing personal data 

with others.
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Losing sensitive data can cause serious issues and can affect your ability to 

do your job. Backing up data can ensure that it can be easily retrieved in the 

event that it is deleted, destroyed or corrupted. However, when thinking about 

personal data in school, you should also think about the following:

3. Backing up data

How is personal data backed up in 

school?   
 Make sure you are familiar with your school’s 

processes for backing up data and ensure you 

only use approved systems for creating backups 

of personal data.

Is it GDPR compliant?    

GDPR

You may use third party products and services 

online that store and back up data, including 

data of students. It is recommended to only use 

services that state they are GDPR compliant – this can 

give you assurances that any data stored in the cloud is 

also physically stored within the EU. Regardless of GDPR 

compliance, you should only use products and services 

that are approved for use by your school.
How frequent are backups?   

Many schools back up their systems on a daily 

basis. Ensure that you are aware of how data is 

backed up by the school, and how it can be 

retrieved in the event of loss or corruption.
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There may be occasions where you will deliver your teaching virtually 

online rather than face-to-face in the classroom. This can be a fantastic 

way to ensure that your students’ education is uninterrupted, but the 

following should always be considered when organising remote learning:

4. Remote working and learning

How will it be delivered?    
There are many video chatting and 

communication services available online but 

you should only use services that have been 

approved by your school for use in education.

Will there be recordings?     
Consider carefully if virtual live lessons will be  

recorded i.e. a lesson might be recorded for 

students who were unable to attend to access 

the content at a later date. Any recording of lessons where 

students’ video or audio will be captured should only be 

done with consent and agreement of all students (and 

their parents/carers). Where possible, it is advisable to not 

record lessons unless absolutely required.

Is your home network secure?    
In school, there may be systems in place to keep 

the network secure. It is also important to 

ensure your home network is secure as you 

may be collecting and sharing personal data in your day-

to-day tasks. Many schools may require the use of a VPN 

(Virtual Private Network) to create a secure connection to 

the school systems when working from home, but you 

can also improve home security by using a strong 

password on your home router and keeping all connected 

devices up to date.
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Any devices and online services you use for your job are important tools and 

should be kept as secure as possible to ensure that personal data cannot be 

destroyed or stolen by others online. The following steps can help ensure 

the security of devices and online accounts:

5. Protecting school devices and accounts

Strong passwords  
The strongest passwords are actually passphrases, 

made up of at least three random words (e.g.  

elephantyellowmotorbike). Passphrases can be 

easier to remember than passwords consisting of random 

characters and numbers. A different password should be 

used for every account/device and a password manager 

app can be an effective way of securely storing many 

different account credentials.

Keep devices up-to-date  
Ensuring that your devices’ operating systems 

(such as Windows, iOS and Android) are 

updated can help minimise security breaches 

that would allow personal data to be stolen. 

Keeping all apps/programs updated and using anti-virus 

and anti-malware solutions is also recommended.

Multi-factor authentication (MFA)  
Where possible, always activate MFA on online 

accounts. This will prompt a user to enter an 

additional code (often sent by email or SMS) when 

logging in with their username and password. This 

extra layer of protection can be effective in preventing 

accounts from being hacked or stolen.

Restricting access  
Always follow your school’s requirements for 

device security. These might include 

procedures for locking devices when not in 

use and the need for a strong password or PIN on all 

devices used for school purposes. Some school networks 

may set other restrictions for how devices can be used 

and accessed.
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Just as it is important to protect your school devices and accounts, you should 

take care to safeguard your own personal devices and data using the previous 

suggestions. Here are some other useful things you can do to protect your 

own data:

6. Protecting my personal data and accounts

Online privacy   
When using online services such as social media, 

always read the privacy policies to ensure you 

understand how your information may be 

collected and shared. Where available, using privacy 

settings can help you restrict who can contact you or see 

what you post and share online.

Look out for scams   
Always be on the lookout for suspicious or 

unexpected SMS or emails that ask you to 

confirm details such as usernames, passwords 

or financial details. Scam messages will often 

contain a link to click on to confirm these details and will 

put pressure on you to respond immediately. Never click 

on the link – always log into the service in a way that is 

known and trusted to you such as visiting the company 

website manually and logging into your account there.

Avoid mixing personal and professional  
Where possible, it is recommended not to use 

personal devices for any school work that might 

involve the collecting or sharing of personal 

data. Always check your school’s policies to 

ensure you understand the expectations around personal 

device use for work purposes in and out of school.
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Having an awareness and understanding of good data privacy and 

cybersecurity is important for everyone in your school community. The 

following should be considered when thinking about data privacy education:

7. Teaching data privacy and security

Who needs training?    
It can be useful for staff to complete a needs  

analysis to identify what training might be 

required to help everyone know how to comply 

with GDPR and adopt good data protection practices.

What is being taught to students?    
It is important to establish good data privacy 

habits in students from a young age – these skills 

are important throughout their education but 

also in their personal lives as both a child and an 

adult. Work with colleagues to consider how the following 

aspects might be incorporated into the school curriculum:

• What is personal data and why is it important?

• What is GDPR and what are an individual’s rights?

• How personal data is collected by organisations and 

companies

• How online and digital activity is monitored

• Risks around sharing personal data online

• Passwords and security measures to protect personal data

• Wider issues and debate around personal data collection 

and usage e.g. Big Data, anonymity, etc.

Useful links/resources:
European Cyber Security Month – learning modules:

https://cybersecuritymonth.eu/get-cyber-skilled/education-modules 

Better Internet for Kids - Protecting online privacy and 

keeping personal information private during COVID-19:

https://www.betterinternetforkids.eu/nl/practice/awareness/arti-

cle?id=5994852 
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Everyone in school has a role to play in practicing good data privacy in order 

to protect their data and the data of others. The following are important to 

consider to encourage and promote positive data privacy and protection:

8. Raising awareness and encouraging 

good practice

What is monitored and how?   
Your school may have systems in place to monitor 

activity on the school network, school devices 

and online services. Making everyone (staff and 

students) aware of what monitoring takes place 

(and why) is important to help them comply with any  

measures in place.

What happens if there is a data breach?   
A data breach is where personally identifiable 

data ends up becoming publicly accessible. This 

could happen as a result of unauthorised access 

to a device or account, accidental disclosure, unsecured 

disposal of old technology or loss of availability. Under 

GDPR, data breaches must be reported within 72 hours of 

the occurrence, or the organisation could face financial 

penalties. Ensure that you are familiar with your school’s 

procedures for handling data breaches.

What is acceptable/allowed?   
Your school may have sets of rules or Acceptable 

Use Agreements (AUAs) that staff and students 

sign to agree and accept with regards to how 

they use devices and online services in and out of school. 

Regular reminders of the expectations can help everyone 

ensure they are using both school and online services 

positively and safely.

What is a data subject access request?   
Under GDPR, individuals have the right to 

request details of what personal data is 

collected about them by a company or 

organisation (including schools) and a copy of all collected 

data. This is an important right that you should help 

students and colleagues be aware of. It is also important 

to make yourself familiar with how you can make a 

request, as well as how the school handles subject access 

requests from members of the school community.
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The Better Internet for Kids portal provides further information, advice and resources around data privacy and 

cybersecurity, including national resources produced by the Insafe network of Safer Internet Centres.


